Kingston University [ ondon

Information Services

JANET ROAMING SERVICE

How to Configure the Windows 7 802.1x supplicant

This document explains how to configure your Windows 7 wireless laptop to use the
JANET Roaming Service (JRS) at Kingston University.
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We describe how to configure your Window 7 laptop to use the eduroam wireless service and how
to make a connection

STEP 1: CREATE A WIRELESS NETWORK PROFILE

Make sure your wireless adaptor is turned on. Click the Windows Logo Start Button

Select Control Panel
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Select Manage wireless networks

f:.) E « Al Contrel Panel

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing
settings

Select Add

f:_) Eﬂ]]« Metwork and Internet » Manage Wireless Metworks -

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add | Adapter properties  Profile types  Network and Sharing Center

Net A2 552 L B iy, and reorder 2

Select Manually create a network profile

How do you want to add a network?

g‘ Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the netwoerk on your computer, Veu need to know the network name (55107 and
security key (if applicable).

:_ﬁi Create an ad hoc network

This creates a temporary network for sharing files or an Internet connection
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Add the following information then click Next

@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: edurcam
Security type: WPA2-Enterprise -
Encryption type: ALS .

Security Key: : [[IHide characters

Start this connection automatically

Connect even if the netwerk is not broadcasting
Warning: If you select this optien, your computer's privacy might be at risk,

Select Change connection settings

@ ! Manually connect to a wireless network

Successfully added eduroam

= Change connection settings
Open the connection properties so that [ can change the settings,

Select Security

eduroam Wireless Network Properties @
Connection | Security
Mame: eduroam
SSID: eduroam
Metwork type: Access point

Metwork availability: Al users

Connect automatically when this netwark is in range
Connect to a more preferred network if available
Connect even if the network is not broadcasting its name (S5I0)

ok | [ cancel
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Select Settings

Connection | Security

Security type: [wpazEnterprise -

Encryption type: [AES ']

Choose a network authentication method:

[Microsoﬂ'. Protected EAP (FEAP) v] ’ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ ox [ cancel |

De-select Validate server certificate
Select Configure
When connecting:

Validate server certificate

[l Connect to these servers:

Trusted Root Cerbification Authotities:

ss 3 Public Primary Certification Authority
Equifax Secure Certificate Authority
GTE CyberTrust Global Root
Microsoft Root Autharity
Microsoft Root Certificate Authority
Organizational CA
Thawte Timestamping CA -
< 1 ] »

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] [ Configure. .. ]

Enable Fast Reconnect

Enforce Metwork Access Protection

Disconnect if server does not present cryptobinding TLY
Enable Identity Privacy | |

[ ox  J[ cenesl |

Information Services
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De-select Automatically use my Windows logon name and password ... and click OK
‘When connecting:

Automatically use my Windows logon name and
password {and domain if any).

o

Select Advanced Settings

Connection | Security

Searty e

Choose a network authentication methad:
[M\auscft: Protected EAP (PEAP) v] [ Settings

[F]Remember my credentiais for this connection each
time I'm logged on

Advanced settings

Enter the following information the select Save Credentials

m

802, 1% settings | 502,11 settings |

Specify authentication mode:

[Userauthenﬁaticn '] [ Save credentials

[ Delete credentials for all users

Enable single sign on for this network

(@ Perform immediately before user logon

Perform immediately after user logon

Maimum delay {seconds):

[¥] Allow additional dialogs to be displayed during single
sign on

[ This netwark uses separate virtual LANs for machine
and user authentication

Page 6 of 7



Kingston University [ ondon
Information Services

Windows Security ==

Save credentials
Saving your credentials allows your computerta connect to the network
when you're nat logged on (for example, to download updates).

| \ k0000000 @kingston.ac.uk
[ossened

Enter your Kingston username and password in the form username@kingston.ac.uk

If you are a Kingston user and you only enter your username, this will work on the Kingston campus,
but will not work on a different academic site (it doesn’t know where to forward your login request).
This method will save your credentials and log you on automatically whenever you connect to an
eduroam service on any campus. Visitors to Kingston must use the recommended format

If at some future time you change your password, you will be prompted to provide your username
and new password the next time you connect to eduroam

ALl Additional information is needed to connect eduroam. % *
"= Click to provide additional information,

Click the banner and provide your username and password

Windows Security =

Network Authentication
Please enter user credentials

Ll SEr name

[Passwerd ]

STEP 3: CONNECT TO EDUROAM

Select the eduroam connection, click Connect, open your browser, make a connection and away you
go

Mot connected L=
dﬂg Connections are available

Wireless Network Connection ~
eduroam Al i
BT Fusion-1381 M
KUWTFT ol
I5-External-Test _‘ﬂﬂ
LUDVIG A
winter A
SKY27685 T

Open Network and Sharing Center
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