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This document explains how to configure your Windows
XP SP2/SP3 wireless laptop to use the JANET Roaming
Service (JRS) at Kingston University.



STEP 1: SELECT THE EDUROAM WIRELESS NETWORK

Make sure your wireless adaptor is switched on
Right-click the wireless network icon in the System Tray

Change Windows Firewall sektings

Cpen Network Connections

Select View Available Wireless Networks
Repair
¥iew Available Wireless Networks

1! Wireless Network Connection ‘g‘

Network Tasks Choose a wireless network

R Refresh network list Click an item in the list below to connect to & wireless network in range or to get more:

infarmation.

<2 Set up & wireless network. () G
== g (Ce),
For a home or small office

il Select

it need to enter additional

Related Tasks

L) Learn about wireless

networking
e eduroam
¢ Change the order of Kiwinet
preferved netwarks ((i)) ch d d .
@ @EaE Uinscured wirslsss network aill hd ange advance setti ngs
settings (( )) BTHomeHub-9AD9
i '¢ Security-enabled wirsless network, il
(( )) KUWIFI
i Uinscured wirslsss network aill
KU-Wireless
()
g2 B

Select Wireless Networks

-4 Wireless Network Connection Properties

General | Wireless Networks Advanced|

| ze Windows to configure my wireless network settings

Awailable networks:

To connect to, disconnect from, or find out rore information

about wirgless netwarks in range, click the button below. Select
Wiew Wireless Metworks
fuictencdetuotks: ) ; : e Use Windows to configure my wireless
Automatically connect to available networkz in the order listed
below: network
1 edurcarn [Manual] Move up (] eduroam
tove dawn b Properties

Add... ][ Remove ][ Properties ]

Learmn about setting up wirsless network,
configuration.

’ Ok ” Cancel ]




STEP 2: CONFIGURE EDUROAM PROPERTIES

eduroam, properties

Agsociation |Authenticatinn Connection

Metwork name (5510 |

Cotirect evet if this netwark iz not broadcasting

Wireless network key

This network. requires a key far the following:

|wPa2 |

Metwork Authentication:

Data encryption: |TK|P Vl

[ 2]

Catcel

The eduroam SSID is always broadcast on a
JRS site.

Network Authentication:
Select WPA or WPA2 from the drop-down-
list

Data Encryption:
Select TKIP from the drop-down list

Make sure The key is provided for me
automatically is selected

Select the Authentication tab

eduroam properties

Aszaciation | Authentication | Connection

Protected EAP [PEAF] v|

[] Authenticate as computer when computer infarmation is available

EAP type:

[] Authenticate a3 guest when user or computer infarmation is
unavailable

Ok. ][ Cancel l

Make sure Enable IEEE 802.1x authentication
for this network is ticked

EAP Type:
Select Protected EAP (PEAP) from the drop-
down list

Do not select

e Make sure that Authenticate as computer
when this information is available

e Authenticate as guest when user or
computer information is unavailable are not

selected

Select Properties




Protected EAP Properties

When connecting:

[validate server certificate

Conneck ko these servers:

[] aBa.ECCM Root CA A
[] autaridad Certificadora de la Asaciacion Macional del Motaria —
[] autoridad Certificadora del Colegio Marional de Correduria P
[[] Baltimare EZ by DST

|:| Belgacom E-Trust Primary CA
|:| CEM HKT Securehlet CA Class A
|:| Cia' HKT Secureflet CA Class B
<

e

b/
I

Do ot prompk user bo authorize new servers of trusted
certification autharities.

3

Select Authentication Method:

rd (EAP-MICHA

[JEnable Fast Reconnect
[JEnable Quarantine checks
[ pisconnect if server doss nok present cryprobinding TLY

[ Ok ] ’ Canicel

]

Do not select Validate this certificate

Select Secured password (EAP-MSCHAP v2)
from the drop down list

Select Configure

EAP MSCHAP¥2 Properties

3

w'hien conneching:

Automatically use my windows logon name and
pazzword [and domain if ang].

O

(1]8

|

Cancel l

Make sure Automatically use my Windows
login name and password (and domain if
any) is not selected

Select OK at each dialogue box to exit the procedure.

STEP 3: CONNECT TO EDUROAM

Right-click the wireless network icon in the system tray

Change ‘Windows Firewall settings
Cpen Mebwark Connections

Repair
¥iew Available Wireless Networks

15" Wireless Network Connection

Network Tasks Choose a wireless network

& Refresh network lst Click an item in the list below to connect ko a wireless network in range o ko get mars

infarmation.

<) Set up a wireless nstwork eduroam

For & home or small office

(« T )]
]
Related Tasks

3 Learn about wircless

networking
£ Change the order of kiwinet
preferred netwarks ((ﬁ))
G change advancad Unsecured wireless netiork willl
settings ((ﬁ)) BTHomeHub-9AD9
*¢ Security-enabled wireless network. aallll
KUWIFI
((ﬁ))
Unsctired wirsless nstiork aill

KU-Wireless

((ﬁ))

an

Select View Available Wireless
Networks

Select

eduroam
Connect




Wireless Network Connection

Please wait while Windows connects to the 'eduroam’ network,

W aiting For network to be ready. ..

. weamn

] Cancel

Windows connects to the eduroam network

A balloon will appear against the wireless network icon in the System Tray

1) \Wireless Network Connection x

Click here ko select & certificate or other credentials For
connection to the network eduroam

Click on the balloon

Enter Credentials

User name: | |

Password: | |

Logon domain; | |

Save this user name and password For fubure use

Lo |

’ Cancel

Enter your username in the following format

username@instiution.ac.uk

and your institution password

If you are a Kingston user this would look like
this

kxxxxxx@kingston.ac.uk

| metmark Tasks

@ Pttt b

You will be authenticated to your institution
Organisational RADIUS service. If this succeeds,
you will be allocated an IP address and
connected to the internet external to the
Kingston University firewall.

Your institution keeps a log record of your
access.

If this fails you must report your problem to your
home institution (not Kingston if you are a visitor
to Kingston)







